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Over 1,700 laptops are stolen every day and someone’s identity is stolen every two
seconds! If files on your PC are not encrypted you are risking identity theft, privacy
invasion and significant financial loss. PC Lock secures your privacy with powerful
and sophisticated encryption that automatically protects personal and sensitive data,
keeping you safe from hackers and thieves.

Laplink recommends you make a complete backup image of your PC using Laplink
Disklmage before installing PC Lock. For more information or to purchase, go to:
www.laplink.com/diskimage

Pre-Installation Checklist

System requirements:

J CPU: Intel® or compatible Pentium®

or higher processor.
o RAM: Same as minimum required by operating system.

. Windows 7/Vista/XP.

. A working Internet connection.
J Avalid e-mail account.
. Administrative rights.

IMPORTANT: When you purchase PC Lock, you are purchasing a single license. This
license is a 12 month subscription to PC Lock. For complete details, refer to the End
User License Agreement (EULA).

If you would like to uninstall PC Lock, you must be running PC Lock and logged on. If
your subscription ends and you have not uninstalled the program, all your files will
remain encrypted. You must extend your subscription to PC Lock or contact customer
service to gain access to your encrypted files.

To extend your subscription to PC Lock, please visit the Web Management Console at
PClock.laplink.com or contact our sales department at (800) LAPLINK (527-5465) or
(425) 952-6001.

Installing PC Lock

IMPORTANT: Before installing or running PC Lock, exit all other applications
running on your PC.

Screen savers, hibernation protocols, and power-saving options on the computer
should be turned OFF [i.e., all power management options in the Control Panel should
be set to “Never” so they are completely disabled). The computer needs to remain on
and completely “awake” during the installation and must not go into screensaver or
sleep/hibernation mode.

If you are installing PC Lock on a laptop, keep the computer plugged in for the
duration of the installation.

To Install PC Lock from a downloaded file, follow these steps on your PC:

1. Double-click on pclock_en.exe and continue to Setup and Registration on page 2.

To install PC Lock from a CD, follow these steps on your PC:
1. Insert the CD into the CD-ROM drive.

2. If the autorun feature is enabled, the installation begins automatically. Please continue
to Setup and Registration on page 2.

If autorun is disabled, use Windows Explorer or another file management program to
dispay the contents of the CD. Browse to the file to begin the installation. If you cannot
find this file on the CD, click on Start, then Search, and type pclock_en.exe, making sure
that the search is centered on your CD-ROM drive.
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1.

Welcome to the PC Lock Setup Wizard

Laplink. Welcome to the PC Lock Setup

2 PC Lock Rt

This wizard will install PC Lock on your computer and encrypt
your data files.

Laplink highly recommends you create a complete backup of
your entire PC prior to encrypting with PC Lock, Laplink
DiskImage provides you with a perfect copy of all your
applications, files, settings and even your operating system.
For more information or to purchase, visit:

www. laplink. com/diskimage.

IMPORTANT - Review the user guide prior to installation:
weww, laplink, comPCLockguide.,

Close all other applications before continuing and then dick
Mext,

Click MNext to continue, or Cancel to exit Setup.

User Guide

l Mext = I[ Cancel

]

Click Next to proceed with installation. Continue to follow the on-screen prompts.

License Agreement

License Agreement
Please read the following important information before continuing,

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Laplink Software. Inc. (Laplink) End User License Agreement -

IF ¥OU BREAK THE SEAL OR OTHERWISE OPEMN THE

PACKAGE CONTAINING THE SOFTWARE PROGRAM MEDIA OR
BY INSTALLING THE SOFTWARE, YOU ARE. BY THAT ACT,
ACKNOWLEDGING THAT YOU HAVE READ THIS AGREEMENT,
UNDERSTAND IT AND AGREE TO BE BOUND BY ITS TERMS

AMD COMDITIONS. IF ¥YOU ARE AN EMPLOYEE OR AGENT OF

A COMPANY AND ARE ENTERING INTO THIS AGREEMENTTO  ~

accept the agreement and acknowledge the importance of a backup |

()1 do not accept the agreement

[ < Back |l Mext = I[ Cancel

]

Review the license agreement, select “| accept the agreement and acknowledge

the importance of a backup” and click Next to continue.
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3.

Installation Start 4.

Have your serial number available when you reach the Installation Start
screen.

Welcome
Installation Start Page

Please choose one of the options below:
@ I have not entered my serial number on this PC
©) 1 have entered my serial number on this PC and received my confirmation code

Confirmation codes are sent via e-mail. If you have entered your serial number but
have not received your confirmation code, check your Junk/SPAM folders.

For additional assistance, please contact Customer Service on the web at
www.laplink.comfcontact or call +1.425+852,6001

[ « Back |l Mext = I [ Cancel ]
o Accept the selection, ‘| have not entered my serial number on this PC'.
o If you have already entered your serial number, select “I have entered

my serial number on this PC and received my confirmation code”. Then
go to step 5 of this guide.

IMPORTANT: Confirmation codes are sent via e-mail. If you have
entered your serial number but have not received your confirmation
code, check your Junk/SPAM folders.

For additional assistance, plase contact Customer Service on the Web
at: www.laplink.com/contact or call +1 425-952-6001.

Registration and Account Creation

Enter all requested fields on the Registration and Account Creation screen.

PC Lock Registration and Account Creation

Please enter the requested data below:

First Mame | Last Name

Email Address

Password - Case SenSitive

Confirm your password

Serial Number

Please select your country

All fields are required.
An e-mail account is required to complete installation.
After dicking Mext, you will receive a confirmation code to the e-mail address provided.

[ < Back |l Mext > I[ Cancel ]

Create a unique PC Lock password for your PC Lock account. You will need this
password whenever you start your PC. Click Next when you have entered all your
information.
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5. Security Registration 6. Create a Backup of your Files

Continue with the installation until you are prompted to create a backup of your
data files before encrypting them.

PC Lock Security Registration

_—
Please enter your 12 digit confirmation code APy -

sent to you via email. If not received check your Critical File Backup I
Junk/SPAM folders

Select two guestions below and provide answers to confirm your PC Lock identity when
accessing the PC Lock Web Management Console later at www.pdack.laplink.com. This

5 _ : _ s This step will automatically backup your data before itis encrypted.
console allows you to manage and edit your security settings after installation.

If you choose cancel before the backup is complete, the installation will be cancelled and you

Question 1 Answer 1 must reboot your computer.
I\"a'hat was your childhood nickname? LI |
Question 2 Answer 2
- P On the next screen, please select a location to backup your data files.
IWhat is your oldest sibling's middle name? j I

Laplink recommends you backup files to an external disk
For additional assistance please contact Customer Service on the Web at

www. laplink.comfcontact or call +1.425.952.6001

Help | Back < I Mext > I Cancel |

[

Laplink will send a confirmation code to your e-mail address. Sign in to your
e-mail account to copy the confirmation code and paste it into the appropriate
field on the Security Registration screen.

N } Click Next to create a backup file. You will be prompted to choose a location for
Additionally, choose two secret questions and enter your answers. the backup file. Choose your desired location and click Save.

IMPORTANT: You will need to remember these questions and answers to

access the PC Lock Web Management Console at: PClock.laplink.com @@v‘g S T D e D = %9 | Scarch
This website allows you to manage your settings and make changes to e
PC Lock. See the next section “Web Management Console” for more Save as type; [Backup Files (ricz)

information.

= Browse Folders

IMPORTANT: If you install PC Lock on more than one computer, you MUST
use the same e-mail address, password, and security questions. These
elements are connected to your Web Management Console and MUST be Note: For security purposes, you should save the PC Lock backup file to an
consistent on ALL PCs. external media source (e.g., hard drive or USB stick).

Click Next when you have entered all your information.
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7. Enter your Password 9. Finishing Installation
After you create your backup, you will be prompted to enter your PC Lock Congratulations! PC Lock setup is complete. Click Finish.

password.
] IMPORTANT: If you see encrypted files after installation, please restart your

computer.

Enter your PC Lock Password please I

OK I Cancel

Enter your password and click OK. Your encryption process will now begin.

Note: After entering your password, all your data files will be encrypted. This
encryption process will likely take under one hour for the average user.

8. Encryption Process

Encryption Process

PC Lock is encrypting your data files. Depending on your hardware configuration and
amount of data, the time needed to complete this step can vary (est. 10 GB per half-hour)

File currently encrypting

| Ci\BOOTSECT BAK

Scanning Directory

I Ci\Users'\tester\AppData'Local Microsoft\Onenote',

PC Lock Installation and Configuration successfully completed.
www, laplink.com/fcontact or call +1.425.952.6001

Help |

When the encryption has finished, click Next.
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After installation, go to PClock.laplink.com to access the Web Management
Console to make changes to your PC Lock settings.

Note: PC Lock does not encrypt images, videos and e-mails during initial
installation. If you would like to encrypt these files, go to step 3 on page 7.

1. Signing in to the Web Management Console

Open a web browser and enter PClock.laplink.com into the address bar.

Laplink. Web Management Console

'8 'PCLock o

MAIN REPORTS ORDER

PC Lock Devices

Global Security Settings Global File Selection Settings Change Web Management Console Password

Use the Web Management Console to change settings for your account or for individual computers that
PC Lock is protecting. Use the Security Settings link below any computer to disable access to its
encrypted data.

[computer Name ——— JpC security breaches | _Status | address |
John's Computer ssssssssse oK 000.00.000.000

Security Settings
Filz Selection Settinas

When the website opens, enter your e-mail address and the password,
which you created during the PC Lock setup, into the appropriate fields.

You will now be prompted to enter the answers to your secret questions.

Secret Questions

What was your childhood nickname? ‘ |

What is the middle name of your ‘ |
youngest child?

User Guide

Enter the appropriate information and click OK.

Once you have signed in to your Web Management Console, you will be
presented with your main page. This page will list the PC name, status, and
IP address.

Security Settings

On your main page, under PC Name, click Security Settings. When the
new page opens, you will have access to your security settings.

MAIN REPORTS ORDER

Security Settings for

Change the settings for

If PC connects to the internet: & Disable access to files

[CReport PC as Missing (Lost or Stolen) ®balote 1 encrypted fies

Access to encrypted files disabled? Enable access to encrypted files

(Range: 3 to 9)

Change PC Lock password
when you sign in to:
John's Computer

How many failed PC Lock password logins before the
user is warned?

El (Range: 5 to 15)

How many failed Windows or PC Lock password
attempts before disabling access to encrypted
files?

(Range: 5 to 99 )

How many days should the PC be offline for the
PC Lock before PC Lock disables access to
encrypted files?

Review the PC Lock application security settings, which include:

o How many failed PC Lock password logins before the useris
warned?
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o How many failed Windows or PC Lock password attempts
before disabling access to encrypted files?
o How many days should the PC be offline for the PC Lock

application to disable access to encrypted files?
o Password change for your PC Lock application on your PC.

Note: If you would like to change the password to your Web
Management Console only, go to the main page and click ‘Change
Web Management Console Password”.

If your computer has been lost or stolen, select Report Computer as
Missing. You will have two options:

J Disable access to encrypted files.
Note: This will immediately disable access to all your encrypted
files.

o Delete all encrypted files.

IMPORTANT: If you select “Delete all encrypted files”,
all your encrypted files will be deleted off your computer
and you will NOT be able to restore them.

Make any changes to these settings and then click Save.

Note: If you want to make security changes to MULTIPLE computers, click
‘Global File Security Settings’ on the main page of your Web Management
Console.

File Selection Settings

On your main page, under PC Name, click File Selection Settings. When
the new page opens, you will have access to your file selection settings.

MAIN REPORTS ORDER
Individual File Selection Settings
The file types listed are automatically encrypted on your computers. You can add or remove file types
below.
N File Type List
Add File Types Below is a list of files types that are either encrypted or|
Add file types to encrypt by listing their not e_ncrypted. If the file type has a strike through it
extensions in the box below.You may enter then it is not encrypted.
multiple extensions separated by a comma. [] Microsoft Access 2007 ACCDB ‘3
For example arj,ark,asc,ase.You don't need to [0 Microsoft Access project adp ‘;
ﬁ;tter the file type label.Click Add to add to [] SQUASH Compressed archive ARC ‘
l:l m o Robert Jung ARJ compressed archive AR
R File T (o
emove File Types
Delete file type by checking the box next to B, ASCIT text fe A5E ‘
the file types in the list at right and clicking ] Backup file BAK ‘
Remove.
[ Microsoft Works Database file BDB ‘
Remove b

— [ Backup file (Generic) BK ‘
Add Email File Types .
Email files were not encrypted when PC Lock o WordPerfect for Windows Document BK! ‘
was installed. Click below to add them to backup
encrypt them. [0 Backup file (Generic) BKS ‘
Microsoft Works Spreadsheet BKS

4 _ o Backup
Exdude Directories
Exclude directories from encryption by typing H WordPerfect for Windows Temporary BLK ‘
the full directory path in the box below and file i
clicking Add. Mo files in excluded directories
will be encrypted.

PC Lock only encrypts certain file types when initially installed. This page
of the Web Management Consule allows you to add or remove specific file
types.

Note: PC Lock does not encrypt e-mail files on initial install. If you would
like to encrypt certain e-mail files, click on ‘Add E-Mail’ and select the
appropriate files.

Make any changes to these settings and then click Save.

Note: If you want to make file selection changes to MULTIPLE computers,
click ‘Global File Selection Settings’ on the main page of your Web
Management Console.
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Feedback and Support

We always invite your comments on how well PC Lock performed. Please feel free to
contact us at:

feedback@laplink.com

In addition to the contact information for Customer Service at the top of this page, you
can engage in a live chat online with a Technical Support Representative at the Web
address below, during the hours listed on the page:

http://www.laplink.com/contact/mychat.html

Laplink is fully committed to your satisfaction with PC Lock. Please do NOT contact
your retailer for support. If you have any problems, please visit our website at
http://www.laplink.com/help for information on the various methods of obtaining
support directly from Laplink.




