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Preface
Preface

This manual provides all the information you need to use Dr Solomon’s 
WinGuard to detect and disinfect existing virus infections on your computer, 
and help prevent future virus infections.

Manual Conventions

Throughout this manual, a number of conventions are used.

For easy reference, pages which contain detailed platform-specific 
information are tagged with the platform name.

Information that you have to type is shown in the Courier  typeface, for 
example:

D:\SETUP

Variables are displayed in courier font with italics, within angle brackets. For 
example:

“Type:
<DIRECTORY NAME>\AVTK

and press <Return> .”

Buttons to be clicked or options to be selected are displayed in bold text.

Keys that you press are shown within angle brackets. For example:

<Return> is used to indicate the Return or Enter key and

<Esc> is used to indicate the Escape key.
v
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Throughout the text, symbols are used to draw your attention to particular 
points. These symbols and their meanings are as follows:

Related Documentation

Windows 95 or Windows NT documentation

Some aspects of using WinGuard for Windows 95 or Windows NT are 
standard procedures (for example, looking at the WinGuard NT infection 
reports in the Windows NT Event Log for example). Details are included in 
the documentation supplied with the PC and/or operating system.

Anti-Virus Toolkit for Workstation manual

Dr Solomon’s WinGuard is one of the modules of the Dr Solomon’s Anti- 
Virus Toolkit. See the Anti-Virus Toolkit Workstation manual for information 
on the other Toolkit modules.

Warning This indicates a warning, and you should read it carefully.

Tip This indicates important information or tips to which you 
should pay particular attention.

Help This indicates additional information.
vi
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If you need help

If you have a problem while installing or running a Dr Solomon’s product, 
there are a number of ways in which you can get help.

Check the documentation carefully, including any README files on the CD-
ROM or disks, as well as this manual and the help text. Make sure you have 
installed the software correctly. Your authorized distributor may also be able 
to advise you.

If you still cannot solve the problem, Dr Solomon’s support staff are available 
to help you. This service is free of charge.

You can contact Dr Solomon’s Software by any of the following methods:

UK Office
By telephone: +44 (0)1296 318700
By fax: +44 (0)1296 318734
By e-mail: support@drsolomon.com
By bulletin board: +44 (0)1296 318810
By post: Dr Solomon’s Software Ltd.

Alton House 
Gatehouse Way
Aylesbury
Buckinghamshire
HP19 3XU
United Kingdom

US Office
By telephone: +1 781 273 7400
By fax: +1 781 273 7474
By e-mail: support@us.drsolomon.com
By bulletin board: +1 781 229 8804
By post: Dr Solomon’s Software, Inc.

Tip If you phone outside normal working hours, listen to the 
entire message and follow the instructions.
vii
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1 New England Executive Park 
Burlington
MA 01803

German Office
By telephone: Support +49 (0)1805 237678
By fax: Sales +49 (0)1805 237677
By e-mail: support@de.drsolomon.com
By post: Dr Solomon’s Software GmbH

Luisenweg 40
20537 Hamburg
Deutschland

Australian Office
By telephone: +61 3 9690 0455
By fax: +61 3 9690 7349
By e-mail: support@au.drsolomon.com
By post: Dr Solomon’s Software Australasia Pty Ltd.

96-98 Market Street
South Melbourne
Victoria 3205
Australia

World Wide
CompuServe: GO DRSOLOMON
World Wide Web: www.drsolomon.com

When you contact Dr Solomon’s, it would be helpful if you had the following 
ready:

● Your serial number as printed on your registration card.

● The version of Windows 95 or Windows NT you are using.

● The version number of the Dr Solomon’s product you are using (this is 
printed on the Workstation CD or the label of the installation disks).

● The version number and title of the Dr Solomon’s manual you are using. 
You will find the version number on the copyright page of the manual.

● The Magic Bullet disk, or a clean (virus-free), write-protected, DOS 
viii
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system diskette, or a clean, write-protected, set of OS/2 system diskettes.

● In the case of an application error, the exact syntax of any error messages 
reported.

If possible, you should be at the computer when you call us. We may need 
additional information, or we may ask you to carry out some diagnostic 
tests.
ix
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 1. Scanning with WinGuard

1.1 Automatic (on-access) scanners

Dr Solomon’s WinGuard is an automatic (on-access) scanner for Windows 95 
and Windows NT. WinGuard for Windows 95 or Windows NT starts when 
you boot up your PC. 

WinGuard allows you to set up a constant background watch for viruses.

WinGuard starts along with Windows. When you attempt any action at the 
computer that may spread a virus, WinGuard can scan the file, boot sector, or 
partition sector involved. If a virus is found, your action is blocked and you 
are warned by a pop-up alert. Alternatively, you can opt for viruses to be 
removed automatically.

There are options for changing the way WinGuard operates. The initial 
settings of these options (the settings on installation) were chosen to be 
suitable for most situations. You may, however, want to change these settings 
to suit your individual requirements. For example, you can specify what 
actions trigger scans and what types of files are scanned.

WinGuard in everyday use
WinGuard starts whenever you start Windows. To assure you it is active, an 
icon appears on your desktop in Windows NT (version 3.51) or on the 
taskbar for Windows 95 and Windows NT (version 4).

If you do not see the icon, it may be that WinGuard has been disabled; see 
‘Changing the scanning configuration’ on page 88.

Tip Note that in Windows NT, only Administrators can change 
the WinGuard option settings.
1
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Once enabled, WinGuard runs automatically. Apart from seeing the icon, you 
will not be aware of it unless a virus is found.

1.2  WinGuard for Windows 95

Testing WinGuard

There is a procedure for triggering a WinGuard alert. You can use this to test 
WinGuard, and to preview what happens on an alert.

To trigger a WinGuard alert:

1. Open a new file in a text editor such as ‘Notepad’.

2. Type ‘ZQZXJVBVT’. Note that this is all in upper case.

3. Do a save to a diskette. You can use any filename with an executable type 
extension. Use for example ‘TRYGUARD.COM’ or ‘TRYGUARD.EXE’.

4. If you have Scan on writes selected (see page 7) WinGuard will now alert; 
see ‘If WinGuard finds a virus’ on page 13. WinGuard cannot disinfect 
this test file, so it will alert as if Auto-disinfect was disabled (see page 7), 
whether it is actually disabled or not.

5. If WinGuard has not yet alerted rename the file to have an alternative 
executable type extension. If you named the file ‘TRYGUARD.COM’ for 
example, change this to ‘TRYGUARD.EXE’. WinGuard will now alert.

6. After the test delete the file, if WinGuard allowed you to save it, to 
prevent confusion in the future.

Tip For information on WinGuard for Windows NT, see section 
1.3 on page 15.
2
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Changing WinGuard’s configuration

There are options you can set to change the way WinGuard operates. The 
standard (‘out of the box’) settings for these options will be suitable for most 
users; but you may want to change the options to suit your individual 
requirements.

You change WinGuard’s options using its dedicated configuration program.

You can change WinGuard’s scanning configuration, and what messages it 
displays in the alert pop-up on finding a virus. You can also set a password 
to block further option changes.

General hints
As mentioned previously, the standard WinGuard configuration will be 
suitable for most situations.

The main exceptions would be if:

● You exchange files which can contain embedded OLE objects (Microsoft 
Word documents for example). In this case we would recommend you to 
enable Scan all OLE (see page 6).

● You either download files from the Internet or bulletin boards, or 
exchange compressed files. In this case, we would recommend you to 
enable Scan on writes (see page 7).

Changing the scanning configuration
To change WinGuard’s scanning options:

1. Open WinGuard by double-clicking on the WinGuard icon on your 
desktop (Windows 3.x), or by clicking on the WinGuard icon on your 
taskbar (Windows 95):
3
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The following dialog appears:

Check the configuration and decide if you want to change it. If WinGuard 
is not enabled you will see the message “WinGuard NOT Loaded”.

2. If you want to change the configuration, or enable WinGuard, select 
Protection from the Configure menu.

3. Enter the password if you are prompted.

If there is no password you can set one. If you know the password you 
can change it. See page 10 for details.

Tip If WinGuard has been disabled, the icon will not be 
displayed. In this case, you need to start the program from  
the ‘Dr Solomon’s AVTK’ program group.
4
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The following dialog is displayed:

4. Make your changes to the configuration. 

5. After you have made your changes click OK. You see a confirmation 
prompt:

6. Click OK to confirm your changes. Click Cancel to cancel your changes. If 
you click OK you see a prompt to restart Windows so that the changes 
can take effect:

7. Click Yes to restart Windows. Click Cancel if you do not want to restart 
Windows. If you do not restart now, the changes will take effect the next 
time you restart your computer.
5
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Scanning options reference
The WinGuard configuration dialog is shown on page 5.

The options are:

● WinGuard Enabled: When this option is selected, WinGuard is running. 
If you deselect this option, WinGuard will not run automatically.

Scan all files: Enable this option to scan all files for viruses.

When disabled, only the files which are most likely to be infected are 
scanned. These files are selected according to their extension, on the basis 
that only files containing executable code can be infected. Typical 
examples of this type of file are the ‘.EXE’ or ‘.COM’ program files, or files 
that contain macros. Files that do not contain executable code, such as the 
data files that store the results of your work on the computer, cannot be 
infected.

With Scan all files disabled, only files with one of the following 
extensions are scanned:

Scanning all files takes longer, so only select this option if, for example, 
you might have executables which have been renamed to have an 
extension not in the list.

Enabling this option automatically enables the Scan all OLE files option.

● Scan all OLE files: Enable this option to make sure that all files 
containing OLE objects (Object Linking and Embedding) are scanned.

This happens automatically if Scan all files is enabled.

Warning If you disable WinGuard you will make your system liable 
to infection.

APP
BIN
COM
DLL

DOC
DOT
EXE
OVL

OVR
SCR
SYS
XLA

XLB
XLS
XTP
6
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This option is provided because data files, such as Microsoft Word 
documents, can be infected if they contain executable code in the form of 
a macro.

There is some measure of protection even without this option. This is 
because the list of extensions used to select files when Scan all files is 
disabled (as shown above) includes the Microsoft Word extensions 
‘.DOC’ and ‘.DOT’, and the Excel extensions ‘.XL?’. However, enabling 
Scan all OLE files provides protection when you have files containing 
OLE objects, with extensions other than these.

● Scan on writes: Enable this option for files to be scanned immediately 
after they are written to the disk.

This provides protection when, for example, you are downloading files 
from the Internet.

● Program heuristics: Enable this option if you want the scan to include 
searching for possible new (undiscovered) program (file) virus code. This 
option increases security and scanning time.

● Macro heuristics: Enable this option if you want the scan to include 
searching for possible new (undiscovered)  macro virus code. This option 
increases security and scanning time.

● Auto-disinfect: Enable this option for WinGuard to automatically remove 
infecting viruses as they are detected. See also ‘If WinGuard finds a virus’ 
on page 13.

● Prompt before disinfecting: Enable this option for WinGuard to prompt 
before automatically removing the detected virus. This option is greyed 
out if Auto-disinfect is disabled.

● Close DOS box on virus: Enable this option for WinGuard’s virus alert 
actions to include closing the DOS box, if you are working in a DOS box 
(without this option the DOS box is only minimized).

Tip You should enable this option if you use file compression or 
archive utilities such as PKZIP. With Scan on writes enabled 
files are scanned immediately after they are decompressed.
7
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● Driver file: Driver files contain the information on known viruses that is 
used to detect them. By default WinGuard uses the driver file 
‘FINDVIRU.DRV’.

If you need to use this option, it will be under advice from Dr Solomon’s 
Technical Support.

● Extra Driver: Extra driver files are occasionally released by Dr Solomon’s. 
They contain details of new viruses that are not included in the standard 
driver file, and so extend the range of viruses which can be detected.

If you need to use this option to specify the extra driver file, it will be 
under advice from Dr Solomon’s Technical support. The full path of the 
extra driver file must be specified.

● File Scan on Drives: Local drives are the hard drives local to your 
computer; probably a ‘C:’ drive, and perhaps others. Remote drives are 
drives accessible over a network.

If you select User Defined, enter the drive letters to be scanned into the 
box; no separation or punctuation is required between letters.

Tip If the extra driver file is called EXTRA.DRV, and placed in 
the Toolkit’s directory, this need not be specified as it will be 
used automatically.

Tip To help to identify and organize them, you can add your 
own comment text to extra driver files. Use a text editor, 
such as ‘Notepad’ to add, and view, your comments. Start 
each comment line with a ‘;’ (semi-colon).

Tip You are recommended to select All, as this will detect 
existing viruses as they are accessed on your hard drive(s), 
as well as preventing viruses infecting your computer from 
external sources.
8
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Changing the alert messages

To change WinGuard’s message options:

1. Open WinGuard by clicking on the WinGuard icon on your taskbar:

If WinGuard has been disabled, the icon will not be displayed. In this case 
you will need to first enable WinGuard; see ‘Changing the scanning 
configuration’ on page 3.

The following dialog appears:

2. Select Alert from the Configure menu.

3. Enter your password if you are prompted.
9



Scanning with WinGuard 

W
in

do
w

s 
95
The following dialog appears:

The dialog shows the virus alert messages. A different message is 
displayed according to where the virus is detected - in a file, or in a boot 
or partition sector. The ‘Network message’ is transmitted over the 
network in addition to the local alert message.

4. Edit the message text to your requirements. You can change any text, 
apart from <this text>. The text in the angle brackets is replaced by the 
appropriate file or virus name when the message is displayed.

5. If you want to set a password or change to a new password, enter it into 
the ‘Password’ box. Confirm it by entering it into the ‘Re-enter password’ 
box.

The password protects both options of the Configure menu.

Report Logging

WinGuard can keep a record of its activity in a log file. Only the scans which 
detect a virus are logged. The log is recorded in the form of a text file. By 
default this is placed in the Toolkit’s directory.
10
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Enabling
To enable report logging:

1. Open WinGuard by clicking the WinGuard icon on your taskbar:

If WinGuard has been disabled, the icon will not be displayed. In this case 
you will need to first enable WinGuard; see ‘Changing the scanning 
configuration’ on page 3.

2. The following dialog appears:

3. Select Options from the Log menu.

4. Enter your password if you are prompted.
11
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The following dialog appears:

5. Check Log file enabled.

6. If you wish, you can edit the default log file name to a name of your 
choosing. You can specify an alternative path by typing it directly, or by 
using the Browse button and selecting it from the interface.

7. Click on OK.

Viewing
The log file is in a standard text format, so you can use a text editor to view it.

Alternatively, you can use WinGuard’s configuration program:

1. Open WinGuard by clicking on the WinGuard icon on your taskbar.

2. If WinGuard has been disabled, the icon will not be displayed. In this case 
you will need to first enable WinGuard; see ‘Changing the scanning 
configuration’ on page 3.

3. Select View from the Log menu.

The log is displayed in the Windows ‘Notepad’ application.
12
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If WinGuard finds a virus

What happens if WinGuard finds a virus depends on whether Auto-
disinfect is disabled or enabled.

If WinGuard finds a virus and Auto-disinfect is not enabled:

● If the scan is not on a write (see Scan on Writes on page 7), the action is 
stopped.

● An alert pops up on the screen in front of any program you are running.

● Depending on the options set (see ‘Changing the alert messages’ on page 
9), a report of the virus may be saved to a log file, or forwarded as 
network messages.

● If the scan was not on a write, your application will probably also warn 
you that it cannot access the file or disk specified.

You should click OK and immediately disinfect the infection. You can 
disinfect infections:

● by enabling WinGuard’s Auto-disinfect option (you will need to reboot 
after selecting Auto-disinfect for the option to take effect) and then 
repeating the action;

● or by using FindVirus, either from the User Interface (see ‘Disinfecting 
drives’ on page 139), or from Magic Bullet (see ‘Using the Magic Bullet’ 
on page 1).

Tip Auto-disinfect is disabled by default, so you have to 
manually enable it (see page 7).
13
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If WinGuard finds a Virus, and Auto-disinfect is enabled, and the disinfect is 
successful, you see a pop-up alert, for example:

Click OK to continue.

If the disinfect is not successful, what happens is the same as if Auto-
disinfect was not enabled. In this case, call Dr Solomon’s Technical Support 
for advice.

Warning If WinGuard fails to disinfect a file, you should delete that 
file. After deleting the file, you must empty the Recycle Bin 
on your desktop to ensure that the infected file does not 
remain on your computer.
14
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1.3  WinGuard for Windows NT

Disinfect is one of the actions you can select to be performed on infected files 
during a read access, and (independently) as the action performed on 
infected files found on a write access. The default action is Do Nothing; if 
you want WinGuard to disinfect automatically, you must select the Disinfect 
option. You make this selection using the Action Tab; see page 21. 

If WinGuard finds a virus - Disinfect not selected

Disinfect does not apply to hard disk boot and partition sectors, so if 
WinGuard finds a virus in one of these, the result is always as described in 
this section.

If WinGuard detects a virus and Disinfect is not selected for the type of 
access:

● The action you are performing is stopped.

● The Alert Dialog (in one of its two forms) pops up on the screen in front of 
any program you are running. See pages 17 and 18 for illustrations of this 
dialog.

● Depending on the options set, reports of the virus may be passed as 
messages and recorded in the event log. See ‘Output Tab’ on page 24.

● Depending on the action selected for the type of access (see ‘Action Tab’ 
on page 21), WinGuard may do nothing, the file may be deleted, or the file 
may be moved to a quarantine directory.

● Your application will probably also warn you that it cannot access the 
file/disk specified.

● All other system activities carry on as usual.

Tip For information on WinGuard for Windows 95, see section 
1.2 on page 2.
15
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Follow these steps:

1. If you are using the history list type of Alert Dialog you can use the Run 
FindVirus button to quickly disinfect the infections. To do this you must 
have Disinfect enabled in the FindVirus Tab. You are also advised to 
follow the rest of the steps below.

2. Note the details of the infected files from the Alert Dialog, then close it.

3. Exit in the normal way and save any files you were working on.

4. Try to stop further spread of the virus; shut down any non-essential 
activity on the machine.

5. You should disinfect the virus as soon as possible using FindVirus; see 
‘Disinfecting drives’ on page 139. Alternatively, select the Disinfect 
option and repeat the action.

If WinGuard finds a virus - Disinfect selected

Disinfect does not apply to hard disk boot and partition sectors, so if 
WinGuard finds a virus in one of these, the result is as described on page 15.

If WinGuard detects a virus in a file, or floppy disk boot sector, and Disinfect 
is selected for the type of access, an automatic attempt is made to remove the 
virus.

If the attempt is successful you can carry on working as normal. If the option 
Don’t show alert dialog if disinfection is successful is not selected in the 
Disinfect Tab (see page 23), the Alert Dialog is displayed to inform you of the 
disinfect. If Don’t show alert dialog if disinfection is successful is selected, 
the Alert Dialog is not displayed.

If the disinfect attempt is to a floppy disk boot sector, and it is not successful, 
WinGuard behaves as if Disinfect were not selected, as described on page 15.

Warning Make sure you do not shut down activity which is essential 
for network functioning, without proper pre-planning.
16
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What happens if the disinfect attempt is to a file, and it is not successful, 
depends on the selected action for ‘If file cannot be disinfected’ in the 
Disinfect Tab (see page 23).

The Alert Dialog - history list type
You can configure WinGuard to use one of two types of Alert Dialog; this 
section covers the ‘history list’ type. For details of the ‘custom message’ type 
see below.

This is the history list Alert Dialog:

The dialog lists reports of infections.

If the option ‘Don’t show alert dialog if disinfection is successful’ is disabled 
in the Disinfect Tab (see page 23), the dialog also lists reports of successful 
disinfects.

The dialog gives you the option of starting FindVirus or the full Toolkit (if 
you have these installed).

The reports include a date and time stamp, and the name of the infected, or 
disinfected, file. New reports are added to the end of the list; reports remain 
until you click Clear.

Closes the Alert Dialog 
without clearing the reports.

Clears the reports 
without closing the 
Alert Dialog.

Runs a FindVirus scan on all the 
drives which contain a file featured 
in an infection report.

This button is greyed out if you do 
not have FindVirus installed.

Starts the Dr Solomon’s Anti-
Virus Toolkit main dialog.

This button is greyed out if 
you do not have the Anti-
Virus Toolkit installed.
17
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The Alert Dialog - custom message type
You can configure WinGuard to use one of two types of Alert Dialog; this 
section covers the ‘custom message’ type, for details of the ‘history list’ type 
see above.

This is the custom message Alert Dialog:

This dialog is displayed to report:

● infections;

● unsuccessful disinfect attempts;

● successful disinfects (but only if the option ‘Don’t show alert dialog if 
disinfection is successful’ is disabled in the Disinfect Tab (see page 23)).

Using the Message Tab (see page 25) you can write your own text for the 
message displayed for boot and partition sector infections, and for the 
message displayed for file infections.

Changing the option settings
WinGuard’s initial option settings (the settings on installation) are suitable 
for most situations, but may want to change them if you have specific 
requirements.

Full details of the default option settings are provided in a summary table 
under the “Configuration” topic in the WinGuard Help.
18
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Starting the Configuration Applet

To change option settings start the configuration applet located in the 
Control Panel.

A multiple tab dialog appears. Click on a tab to bring it to the front.

Full details of each of the options of the tabs are provided in the following 
pages.

Tip You can only change the configuration of the option settings 
if you are an Administrator.
19
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Scanner Tab

Use this tab to set what is to be scanned, and if files are scanned, when they 
are to be scanned. Also whether an extra driver is to be used.

Select to scan files on read
access on local and/or

network drives.

Select to scan files
immediately after they are

written to disk on local and/or
network drives.

Select to scan all files 
containing OLE 
objects on network 
and/or local drives. 
This detects macro 
viruses, if present, in 
any file.

Select to scan all 
data and executable 
files on local and/or 
network drives. 

Select to scan for 
new or undiscovered 
viruses (heuristic 
scanning). This mode 
increases security 
and also scan time.

Select to scan files 
compressed with 
programs such as 
PKLite or LZExe.

Select to scan local 
hard disk boot sectors 
(NTFS or DOS FAT) 
on start up or 
whenever WinGuard 
is re-started. Also 
scans floppy disk 
boot sectors when 
first accessed.

Select to scan local hard
disk partition tables on start

up or whenever WinGuard is
re-started.

Type the filename of the Extra Driver here or 
click Browse  to select it from the Browse 
dialog. 

Use under instruction from Dr Solomon’s. For 
example, when an extra driver is issued by Dr 
Solomon’s to deal with an emergency virus 
outbreak.

Click to accept any changes. If an extra 
driver is added, Windows NT must be re-
started for the changes to take effect.

Click to cancel any changes.

Click to open and view the
on-line help file for this

dialog.
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 Action Tab

Use the Action Tab to configure the actions WinGuard takes on detecting a 
virus, in addition to displaying the Alert Dialog and sending network 
messages (if enabled).

For Scan on file reads and Scan on file writes, click on  and select the 
required option from the drop down menu.

Tip Note that none of the selections you can make for the 
options in this tab apply to network drive accesses (read or 
writes); for these the Do Nothing selection is always 
effectively in operation.

Determines what happens to an infected file when
read. Select:

Disinfect  to remove the virus automatically;
Move to Quarantine Directory  to move the

infected file to the directory specified in the
‘Quarantine directory’ option;

Do nothing  for no action other than reporting to
occur.

Determines what happens to an infected file when
written to disk.

Disinfect , Move to Quarantine Directory , Do
nothing  or Delete  to delete the infected file.

Creates the directory to which infected files are to
be moved if the Move to Quarantine Directory  is
selected in either Scan on file reads  or Scan on
file writes . Type the directory name and/or path,

but do not specify a drive letter.

Click to accept any changes.

Click to cancel any changes.

Click to open and view the on-line help file for this
dialog.
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Note that if a file is moved to a quarantine directory that already contains a 
file of the same name, it's extension is changed. The new extension comprises 
the 'old' first character, and a number. For example, AFILE.COM becomes 
AFILE.C01; the next move of AFILE.COM results in AFILE.C02 etc.

Warning If you select Delete for Scan on file writes, there is a danger 
that you will lose files. An example of how this could 
happen is as follows: An unprotected machine opens an MS 
Word document file on a network share. The machine 
offering the share is protected. The file becomes infected 
with a macro virus, then it is saved. If Scan on file writes is 
enabled on the protected machine, the file is scanned 
immediately after the save, it is found to be infected and 
deleted; the document is lost.
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Disinfect Tab

Use the Disinfect Tab to configure the actions WinGuard takes if you have 
selected Disinfect for Scan on file reads or Scan on file writes in the Action 
Tab (see page 21). Also whether floppy disk boot sectors are automatically 
disinfected (hard disk boot sectors are not automatically disinfected).

Select to automatically 
remove any detected 
viruses from floppy disk 
boot sectors.

Select to back up files to 
the specified Backup 
directory before an 
automatic disinfect starts.

Type the name of the 
directory into which 
backup files are to be 
copied.

Specifies the action to be
taken with the file if an
automatic disinfection

fails. Select:
Do nothing  to report the

infection as if Disinfect
were not selected

Move to Quarantine
Directory  moves the

infected file to the
directory specified in the

‘Quarantine directory’
option on the ‘Action’ tab.

Delete  deletes the
infected file.

Select for the alert dialog 
not to be displayed when a 
file is successfully 
disinfected.

Click to accept any changes.

Click to cancel any changes.

Click to open and view
the on-line help file for

this dialog.
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Output Tab

Use the Output Tab to set the reports that WinGuard is to make on finding a 
virus. WinGuard makes the reports in addition to displaying the Alert 
Dialog.

Select to copy the 
name of the file and 
infecting virus to the 
NT Event Log.

Enter the machine name
of the computer into

whose Event Log you wish
the report to appear.

Note: You must have
sufficient rights for the

named machine. Rights
may be configured

manually, see on-line Help
‘Configuring Remote

Event Logging’.

Type the name of a 
specified user or 
machine, or click User  
or Computer  and 
select from the list, to 
send reports over a 
network using the 
Windows NT 
messaging service to 
the selected user or 
machine.

To create a permanent
record of virus infections,

type a filename into the
appropriate box or use the
Browse  buttons to select

an existing Report file.

This option records the
date and time the infection

was found, the name of the
file and the type of virus

and the name of the user
that tried to access the file.

New reports are added to
the end of the existing file.Click to open 

and view the 
on-line help 
file for this 
dialog.

Click to cancel 
any changes.

Click to accept 
any changes.
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Message Tab

Use the Custom Message Tab to write the messages that will be displayed in 
the custom message type of Alert Dialog (see page 18).

Select for the Alert 
Dialog to display the 
message specified by 
the alarm message 
options on this tab.
When deselect the 
Alert Dialog displays 
a list of all virus 
infections found since 
it was last cleared.

Type the message
text you wish to

display in the Alert
Dialog message box

when a virus is
detected. Include:

<virus> to display the
name of the infecting

virus;
<file> to display the

name of the infected
file;

<disk> to display the
letter of an infected

drive.

Type the message 
text you wish to 
display in the Alert 
Dialog message box 
when a virus is 
successfully 
disinfected. Include:
<virus> to display the 
name of the infecting 
virus; 
<file> to display the 
name of the infected 
file;
<disk> to display the 
letter of an infected 
drive.

Type the message
text you wish to send

to the destination
specified in the ‘Notify
on network’ option of

the Output tab when a
virus is detected.

Include:
<user> to display the

logged on user name;
<virus> to display the
name of the infecting

virus;
<file> to display the

name of the infected
file.

Click to open 
and view the 
on-line help file 
for this dialog.

Click to 
cancel any 
changes.

Click to 
accept any 
changes.
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FindVirus Tab

If FindVirus is installed, the history list type of Alert Dialog gives you the 
option of starting FindVirus. Use the FindVirus Tab to set the options that 
FindVirus will use.

When active, select 
for FindVirus to use 
an Extra Driver 
(specified in the 
Scanner tab) when 
run.
Extra Drivers are 
issued as an interim 
measure between 
schedule updates, to 
provide protection 
from a specific virus 
outbreak.
This is an 
independent function 
and does not affect 
the FindVirus settings 
you make from the 
main Toolkit.

Select for FindVirus 
to disinfect when run.

Type a filename or full
pathname of a file, or use

the Browse  button to
select a file, into which
want to copy FindVirus

scan reports.
This is an independent

function and does not affect
the FindVirus settings you

make from the main
Toolkit.

Click to open 
and view the 
on-line help file 
for this dialog.

Click to 
cancel any 
changes.

Click to 
accept any 
changes.
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Advanced Tab

Use the Advanced Tab to fine tune the internal operation of WinGuard. The 
default configuration of this tab will be adequate for most users. If you feel 
you do need to make changes, proceed with caution and make sure you are 
aware of the consequences.

Use to set the number
(maximum 64) of files

which can be scanned
simultaneously using

Windows NT multi-
threading capabilities.

Use to set WinGuard’s
process priority. High

ensures that WinGuard
scans files as quickly as

possible.
This does not affect other
application as WinGuard
only uses processor time

when scanning.

Select to allow 
WinGuard to integrate 
with the NetWare 
Toolkit running on a 
server.
Allows the workstation 
to pass the check 
performed by the 
NetWare Toolkit to 
ensure that WinGuard 
is running before a 
network connection is 
permitted.

Use to set the size of the
scan cache. The scan

cache keeps a record of
files which have not had a

write access since they
were last scanned.
As files can only be

changed by a write access,
these files are not scanned

again, thus reducing scan
time.

Use to allow files read from
a remote machine to be

included in the scan cache.
This option may be used

safely if all networked
machines are running

WinGuard NT.
Otherwise, use with

CAUTION, as writes made
to a file on a remote

machine will not remove
that file’s entry in the scan

cache.

Remove all file records 
from the scan cache.

Click to open and view 
the on-line help file for 
this dialog.

Click to cancel any 
changes.

Click to accept any 
changes.
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About Tab

The About Tab reports statistics on scanning activity. It is not strictly a 
configurable tab.

Displays the version number of WinGuard
and the version number of the scanning

engine (shared with FindVirus).

Displays the release date of the driver and
the number of viruses, trojans and variants

for whose characteristic ‘fingerprint’
WinGuard scans.

This is updated with each new release.

Displays the number of files accessed and
scans performed since WinGuard NT was

started.

Click to open and view the on-line help file
for this dialog.

Click to cancel any 
changes.

Click to accept any changes.
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Exclusions Tab

Use the Exclusions Tab to specify files or paths you do not wish to be 
scanned.

Displays the list of files or paths that are exempt
from scanning.

Use to add an item to the exemptions list.
Drag-and-drop may be used to add files and/or
directories to the list box from File Manager or

Explorer.

Use to edit an item in the exemptions list.

Use to remove an item from the exemptions list.

Click to open and view the on-line help file for this
dialog

Click to cancel any 
changes.

Click to accept any changes.
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